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) Séc Trang, ngay...08.......thang 12 nam 2020
S6:....00../BC.BDUC-STTTT

BAO CAO
Tinh hinh theo déi, ngiin chin may tinh nhiém ma doc cia
tinh Séc Triang thang 11/2020

Can cur Chi thi s6 14/CT-TTg ngay 25 thang 5 nam 2018 cua Thi tuéng
Chinh phu vé viéc ning cao ning luc phong, chéng phan mém doc hai,

Thuc hién y kién chi dao cia Tha tuéng Chinh phu tai Chi thi s6 14/CT-
TTg néu trén, tinh da trién khai giai phap phong, chéng ma doc quan tri tap
trung cho cac may chu van hanh tai Trung tdm Tich hop dir liéu tinh va cac may
tram tai cac co quan hanh chinh nha nudc trén dia ban tinh. Qua giam sat, theo
ddi trén hé théng da phat hién va ghi nhan nhiéu canh béo vé mat an toan thong
tin (Muc cao: 201 canh b&o; mac trung binh: 378 canh bao; muc thip: 61.657
canh bao), phét hién nhiéu may tinh tai cac don vi c6 bao mat kém dé bj tan
cong va nhiéu may bi lay nhiém ma doc: Wup.exe,...(Pinh kém phu luc I, 1,
1)

Hién tai, cac canh bao murc cao dang dugc S¢ Thong tin va Truyén thdng
phdi hop véi Boi tng ctu su ¢d an toan thong tin mang caa tinh xt ly, khac
phuc. Trong thoi gian téi, dé kip thoi phong ngira, ngan chin nguy co mat an
toan thdng tin, S¢ Thong tin va Truyén thong thong bao dén quy don vi va dé
nghi phdi hop thuc hién cac noi dung sau:

- Nhanh chéng thuc hién cac budc xir Iy d6i voi cac may tinh bi nhidm ma
doc (binh kém phu luc 1V).

- Cir can bo phéi hop voi Doi tng ciu su ¢ an toan thdng tin mang tinh
Séc Trang dé tiép tuc xu ly cac may tinh bi nhiém ma doc.

Trong qué trinh thuc hién, néu gap khé khin, vuéng mic xin Quy co
quan, don vi vui long lién hé:

Poi rng ciru s ¢ an toan théng tin mang tinh Séc Tring



Ong Truong Gia Bao — Chuyén vién Phong Nghiép vu tong hop — So
Thong tin va Truyén théng, thanh vién d6i tng ctu sy ¢b an toan théng tin mang
tinh Soc Trang. S4 dién thoai: 02993.626800; 0911.823829 dé duoc hd trg./.

Noi nhgn: POI TRUONG
- Thu truéng céc So, nganh tinh; )

- Trwong ban QL cac KCN tinh;

- Chu tich UBND cac huyén, thi xa,
thanh phd;

- Thanh vién Do6i ng ciru;

- Luu: VT, CNTT.@W

S& Théng tin va Truyén thong
Tinh Soc Triang
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(Dinh kem B&o cao so.

Do g ciru khan Caps

MA PQC MUC CAO
\ TTTT ngay...08....thang 12 nam 2020 cua
toan thdng tin mang tink Soc Trang)

Malware Wup T11 200
S¢ VH va TT Du Lich 9
XuanDieu-TCKH 9
E27362E913B84A1C14DF711CA1910C884D68AD6B 9
UBND Huyén Long Phu 21
WIN7-20191211HB 21
54F173D023BA5722B61A60F67A71F213040283FA 21
Lai Hoa Thi Xa Vinh Chéu 36
PC 36
7CDASFCF71551280B1B10799B4F4469A19C49756 36
An Thanh 3, Huyén Cu Lao Dung 29 I:Ié Phai xit
TOAN-PC 29 thong | 10 on
CE1D3876615EB499C3B05A2FF69BF1CBAAQ57482 29 gfg; Site
X& Phu Hitu Long Phu 2 khong Cgefdo
USER-LNR8HU3P04 2 thanh Mzge
CC457FB674157DDDD4BEE0336E8891D7FFAIBFAL 2 cong
Vinh Quéi Thi Xa Ngi Niam 47
SO3 47
E120582587B207B8827693FE9BFCABSAE2113284 47
UBND Huyén Thanh Tri 56
TNC-PC 17
90976EE82C3A646FA6D28F4202D9276B14DBD3F1 17
ADMIN 18
CB2BDOFD6755A1E6EE1673FF64A248330E3855AE 18
5/4/2020 21
B4472B5DBC622D6313B832A235DF1883EBAG446F 21
Malware T11 1 L
M§ Quéi Thj Xa Nga Nam 1 gfg; Plgaé))r‘]“
DELL-TC 1 NotOK | Site
B51D6DAFE05F9B19B2B079F3FC13AAESF42B6CE4 1
Téng cong 201
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(Dinh kém BAO C40 SG..... DSLREHUC-STTTT ngay..08....thang 12 nam 2020 cia

Do g ciru khdn cdp sie ¢6 an toan thdng tin mang tinkh Séc Trang)

Cu Lao Dung

Tén May Tinh

An Thanh 3, Huyén Cu Lao Dung

CE1D3876615EB499C3B05A2FF69BF1CBAA057482

TOAN-PC

Long Phu

UBND Huyén Long Pha

54F173D023BA5722B61A60F67A71F213040283FA

WIN7-20191211HB

X&8 Phu Hiru Long Phu

CC457FB674157DDDD4BEEQO336E8891D7FFA9BFAL

USER-LNR8HU3P04

Nga Nam

M§ Quéi Thj Xi Ngi Niim

B51D6DAFE05F9B19B2B079F3FC13AAESF42B6CE4 DELL-ITC
Vinh Quéi Thi Xa Nga Niam
E120582587B207B8827693FE9BFCABSAE2113284 SO3

Sé'VH va TT Du Lich

S¢ VHva TT Du Lich

E27362E913B84A1C14DF711CA1910C884D68AD6B

XuanDieu-TCKH

Vinh Chiu

Lai Hoa Thi Xa Vinh Chéu

7CDA8FCF71551280B1B10799B4F4469A19C49756 PC
Thanh Tri
UBND Huyén Thanh Tri
90976EEB82C3A646FA6D28F4202D9276B14DBD3F1 TNC-PC
B4472B5DBC622D6313B832A235DF1883EBA6446F May4
CB2BDOFD6755A1E6GEE1673FF64A248330E3855AE ADMIN
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Y NHIEM THEO PON VI

-STTTT ngay...08....thang 12 nam 2020 cua

Pon Vi

S6 Lwong May nhiém

S6 VHvaTT Du Lich

UBND Huyén Long Phu

An Thanh 3, Huyén Cu Lao Dung

Lai Hoa Thi Xa Vinh Chau

M§¥ Quéi Thi Xa Nga Nam

UBND Huyén Thanh Tri

Vinh Quéi Thi Xa Nga Nam

Xa Phi Hu Long Pha
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Thong ké ma doc theo don vi

'.ml?,}l‘l 3, Huyen Cu Lao Dung 1
Lai Hoa Thi Xa Vinh Chau 1
M§ Quai Thi X8 Nga Nam 1

UBND Huyén Thanh Tri
VTnh Quéi Thi X& Nga Nam .

Xa Phu Hiru Long Phu :



\ ' NHIEM VA CACH XU LY
../ BCHY STTTT ngay...08.....thang 12 nam 2020 cua

Ténma dge D0 Uong M ta tém tic
i may nhiém
| Wupexe | 10 | Trojan c6 kha ning danh cip dit lidu |

1. Clear ma doc WUP.exe:
MD5: 4202e589899ec68hc2d4fa6fb1218e2fd4b03e6127a34ecab890f6eb1546634

SHA256:
9cc2h845bdeed 774e45143e00dc82¢673bf940c764b687c976f8d27d9f48b704
52c8cff981e5d541e4b2930a4a5e0b0a495d62¢8237¢91538d94c03a048dd51d

-Dé xuét cac tac dong:

+ Xoa bo file c:\windows\rss\csrss.exe

+ Xoa bo file :C:\Users\HIEU\AppData\Local\Temp\wup\wup.exe
+ Xoa bo file C:\Users\HIEU\AppData\Local\Temp\wup\ csrss.exe

- Kiém tra trén hé thong va x6a bo tat ca cac file c6 hash MD5 va SHA256 nhu
trén

- Kiém tra va x0a bo registry key sau cung tat ca cac value bén trong n6 (néu co):
HKEY_CURRENT_USER\Software\Microsoft\TestApp
Link huéng dan: https://www.youtube.com/watch?v=m6j2p_9mSS8



https://www.youtube.com/watch?v=m6j2p_9mSS8
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